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What is Hinemos?
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What is Hinemos?

HinemeSs

Integrated System Operation Management Software

MON- 'S

Job Operation Infrastructure Monitoring
Management Management Management
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Overview

Hinemos provides simple & unified
operation management features of complicated system
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Hinemes Prowdes unified operation management
= — from bare metal platforms to applications
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Release History of Hinemos

Hinemos ver.1.0 released

Enhancement of Monitoring Features
Expansions of manageable target

Enhancement of Visualization
Enhancement of features to manage Large-
scale systems

VEr,

2005.08
ver.

2006.03 Enhancement of Cloud

vere Management and Job

Management Features

2008.10 +Infra Management
Feature and
ver.4 Web Client
2012.04
_ ver.5
Evolved to meet the strict requirements of 201545 .
enterprise systems, used in numbers of ver.6
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Utilization of Hinemos

(Jan.13 2017)
'598,61 6 + Downloads from OSDN

(former Sourcefoge.JP)

‘700+ Systems

Used in various scales and types of systems, in various sectors
consisted from 1 to 10000 servers and equipment.

Public offices and ‘ Financial and Manufacturing
Local governments Stock Securities

(Electric Power, Gas, Water)

. Cloud Services Data Centers Telecommunications

Retails and
Distributions
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Adoptions of Hinemos in Major Systems

2005 ver.1.0 First Hinemos Released

Gregn
S1CAR @' V8 - 2008 ver3.0 Green DataCenter ey

Software Product Of The Year 2007

2010 ver.3.2 NTT Data In-House Common Platform

mpfﬂ\* (Virtualization Aggregation of In-House Systems including the business critical systems)
| EXPO 2011 ver.3.2 Credit Card Payment Service
\AWA“D y BizXaaS

2013 ver.4.0 BizXaaS Multi-Cloud Control Service

2014 ver.4.1 Vatican Library Digital Archive

2015 ver.5.0 ECONO-CREA @ECONO-CREA

2016 ver.5.0 Multi-Cloud Monitoring Services

Implemented for the management of wide range of mission-critical systems
and services of NTT Data. Evolving to be a High Reliable, High Performance
Operation Management Software
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Use cases outside Japan

Vatican Library Digital Archive
-System to archive hand written documents and
manuscripts in Vatican Library in Digital Format
-Hinemos is used to monitor this system,
and also to automatically control and schedule batch

executions
needed for daily system operations.

-Indonesia NSDI System
- System to provide National Spatial Data Infrastructure
- Provides data for various government agencies
- Hinemos is used to monitor system availability,
and also to automatically control and schedule batch

executions
needed for daily system operations.
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Feature Overview of Hinemos
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Basic components of Hinemos

3 basic components of Hinemos

Management Server
(Hinemos Manager)

Inner DB

Monitoring
Job Execution

Configuration

Results Log
SNMPTrap

,\' ‘

Terminal Rich Client Managed Systems

(Hinemos Client) Web CIienc’)cEBrowser) (Hinemos Agent)
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Supported OSs

« Hinemos Manager
« RHEL/CentOS 7
« RHEL/CentOS 6
« Windows Server 2012R2, 2012, 2016
« Hinemos Agent
« RHEL/CentOS/OracleLinux 7,6,5
« Windows Server 2016, 2012R2, 2012, 2008R2, 2008
- Windows 10, 8.1, 8, 7
« Amazon Linux
- SLES 12, 11
« Ubuntu 16.04 LTS
« Android
« Hinemos Client (Rich Client)
« Windows Server 2016, 2012R2, 2012, 2008R2, 2008
- Windows 10, 8.1, 8, 7
« Hinemos Client (Web Client)
- Internet Explorer, Firefox, Chrome
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Installation

Manager and Web Client can be installed in one line command

# rpm -ivh hinemos-6.0-manager-6.0.0-1.el7.x86_64.rpm % Hinemos Manager

# rpm —ivh hinemos-6.0-web-6.0.0-1.el7.x86_64.rpm ———  WEB Client

Agents can be installed by one click

L Click

Package Deployment
aE | : 3
|| I Execute Installation Command
bl 1T L RN T e * - o/

Edit Configuration Files

Start Agent Service >
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High efficiency

Managed IT equipment can be grouped in terms of
usage, monitoring methods, interrelationship, etc.

Settings are set and executed
in units of “Scope”

Scope designed ‘
In terms of business

}7 }7

/Advantages of using \

the idea of “Scope F 3‘..

Problems can be easily found by
drilling down the scope

Same requirement can be
fulfilled with fewer settings, by
using scopes
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Adaptability to dynamic changes of systems

Detecting Changes

Retrieving
Configuration changes of configuration
managed targets can be Information

detected by snmp, and other APIs

Retrieved data of configuration changes
can be taken in to Hinemos

) - Cloud & VM management Option
HinemeSs - Hinemos API & Hinemos CLI

Start operations automatically
(ex. Scale-in, Scale-out of web servers)

: : Automatically : -
Using the architecture of scope, start monitoring { Auto Registration
operations such as starting and Job to Scope
monitoring and job management , \/ I"Web Server Scope |

v (o ¥

can be automated

|
Monitoring Setting i
7

: |
Job Setting /i
|

; | Scale-in / Scale-out
. of webh serve

A D [\
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Infrastructure Management

Stylize multiple Operations to multiple targets,
with one click operations, using ssh/WinRM.

ex) creating http
servers

Installations of packages Version ups of packages

&) Hinemos SST7b %
> CHQ -
=22 074(P) ta=(V) DFT.

o EiAy O snes 5
} Sl T &

runbook

one click
execution

AGENT _INSTALL LINUX

Hinemos Agent (Linux) instal

SystamA_EnvConst

AUZTLINING

[ RIRAR T - V(P20 1) B
AGENT_INSTALL_LINUX

s Ta-1d Ela-iS Ta-814d W2h/m =" ]

' RPM_TRANSFER transter rpm file =4I mwih HIKEMOS_AGENT root 644 WO rkﬂ OWS
INSTALL Install —r ) weh HINEMOS_MANAGER=192.168

3 START start avF L] service hinemos_agent start

BERHinemosyF—4(1/1) ; 75~ L hinemos
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Monitoring Management

Provides features to monitor system status, in layers such as
Hardwares, Operation Systems, and Applications.

PING Monitoring

Process Monitoring
Resource Monitoring
Service - Port Monitoring
Windows Service Monitoring
Hinemos Agent Monitoring
HTTP Monitoring

HTTP Scenario Monitoring

SQL Monitoring
SNMPTRAP Monitoring
System Log Monitoring
Log File Monitoring
Windows Event Monitoring
SNMP Monitoring

JMX Monitoring

Custom Monitoring

CustomTrap Monitoring

N

© 2017 NTT DATA INTELLILINK Corporation

Monitor ping response from monitored targets

Monitor number of running processes on monitored targets

Monitor resource usages of monitored targets

Monitor response time of designated services and ports

Monitor statuses of designated Windows Service

Monitor statuses of Hinemos Agent

Monitor HTTP Server statuses by response time and responded contents.

Monitor HTTP Servers by accessing and checking response time and responded contents, one by
one from multiple URL’s based on designated scenario

Monitor DB Servers response time and contents retrieved by execution of designated SQL
Monitor contents of SNMPTRAP sent to Hinemos Manager

Monitor system logs on monitored targets

Monitor messages logged on designated log files in monitored targets

Monitor Windows Events on monitored targets

Monitor SNMP Responses

Monitor Java Applications status, such as heap memory size.

Monitor the execution result(standard outputs) of user defined commands

Monitor JSON format data sent from managed target

17 NTTDaTa




Monitoring Management

Monitored results can be processed in various ways

N

Hinemos Managed System
View the result Execute commands Escalate information Create Report
on Hinemos Client via e-mail and Syslog
' | it Vo) L | i -
= < [
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Visualization and Analysis
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Data Hub Feature

PING Monitoring

Process Monitoring

Resource Monitoring

Service - Port Monitoring Not
Windows Service Monitoring
Hinemos Agent Monitoring
HTTP Monitoring

HTTP Scenario Monitoring

SQL Monitoring
SNMPTRAP Monitoring %

System Log Monitoring

Log File Monitoring Collect
Windows Event Monitoring

SNMP Monitoring

JMX Monitoring

Custom Monitoring Hinemos DB Transfer
Custom Trap Monitoring 7 fluentd

Android Monitoring

Hinemos Client

ﬁ Seach, analyze

Other data collection tools
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Job Operation Management

Stylize and Automate Routine Operations needed for system

Configuration Changes Troubleshooting

Complicated Job operation management can be stylized and operated.
Executed Job History can be managed with ease.

Execute following Job Node A Execute Job with time )
ot ol oo Job executions can be scheduled,

by successful
branched by calendars. Delays,

completion of

NodeA WEEE NodeB | multiple executions can be detected
, ) and controlled.
Execute foliowing Job Execute Job after
| SRDT P okmrinh B
previous Job

Execution History

can also be managed
from Hinemos

© 2017 NTT DATA INTELLILINK Corporation 21 NTTDATAa

Execute multiple Job
by completion of
previous Job

Execute Job after
completions of previous
Job in any conditions




Job Operations to multiple servers

Execution of same command to multiple servers
can be integrated as a single “Job”

Target Servers

Linux

= heee—————-— - — — — — 1
| |_r§eD’ ers . A | Target Servers
SHTTP —q 1 SeEvBers - : ;- ATTP =
Ervers I Servers 1
I E=SACC R
|
|

:
R serner HL———— |
|
|
|

Executed Command Target Servers
# /home/user01/backup.sh #[FACILITY ID] :' DB |
I' Servers

:
B
|
|
|

#H[[XXXXXX] is replaced by values |
registered in Node Properties per server |
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Job Operations to multiple servers

Job[Create/Modify Command Job]

Job ID : |010101_WorkflowA1-1 |

Job Name : |Workﬂowﬂ1—1 | Module Registration
Description : || |

OwnerRole ID :  |ALL_USERS | IconID: | v|

Wait Rule | Control (Job) | Control (Mode) | Command | Start Delay | End Delay | End Status | Notifications

Scope
Job Parameter : #[FACILITY_ID] Ta FQGt ServerS(SCOpe)
@ Fixed Value : |05 Scope=Linuxs tO exeCUte Command
| Scope Process '
® Fun all Nodes Retry nodes one by one until the end status "Normal”
Script Distribution: Script Distribution (
Start Command : |,Fr00tfretrieuedata.5h p— Executed command
Stop —_
@ Shutdown Process Stop Command | |

Effective User
® Agent user Specified User | |

Command Result Extractor Environment Variable

| G | Cancel(C)
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Branching of Job Operations

Series of Jobs (command executions) can be branched

In Many ways, in user designated conditions.

Weekday Calendar

([ JobNetA 1|
: (Operation Set A) :' E—
_—— e ———— - w

5 Job11 L

~
- - »

. Job21 is successful -

When Execution of

BN e 10 e

> Jobl2 (¢~

7

SN e e e e - _/\

|
|
|
| S. (Mmoo _-
|
\

Weekend Calendar

Job41 will be
executed when

and also when it
reaches 23:30

Job31 ends successfully

When Execution of

© 2017 NTT DATA INTELLILINK Corporation

Job21 Fails
\
Series of commands can be N
executed automatically Y
based on user designated 0

conditions




Execution Control of Job Operations

Delays of Scheduled Job Operations could be detected

Detect “Start Delays” of Job11

Job4 ]

Stop Execution

of Job2 in prior || Alert Operator

Skip execution of Job2
and execute

Error Handling Job4
instead of Job3

© 2017 NTT DATA INTELLILINK Corporation

Detect “End Delays” of Job01

> e |

Alert Operator | |Force Job1 to finish

and execute
M - Error Handling Job3
instead of Job2

Operations could be Q
automated in patterns \ ‘
when delays are detected 0.0
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Runbook Automat

lon

Job feature can be used to create workflow

-

Operator

Dynamic
parameter
settings

Run

L\Flexib_le I lModuIabIe
branching

Dynamic run
according to
the result of
receding Job

Approve/
deny

© 2017 NTT DATA INTELLILINK Corporation
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Dynamic Parameter

Parameters in executed commands can be designated
when it is executed

Conbirm

|

Job{ Create/Modify Command Job)

Job is about to be run, Are you sure?

Job "WaorkflowA” (Manager=Manager1, Job ID=01_WorkflowA, Jobunit ID=01_WorkflowA) Job 1D - 010101_WaorkflowAl-1
© TestiobRun (;h ch.:mue suthority 15 necessary for the use of the test practice) ¥ Job Name : WorkflowA1-1 Module Registration
Runtime Job Vanable Description :
01_NUM (*) Owner Role 1D : ALL_USERS Tcon 10 : v

Nembar of Instances

0 Wait Rule Control (Job) = Control (Node)  Command | Start Delay  End Delay | End Status | Notifications

it .1 commands with parameters
e : nl  “/root/deploy.sh #[Num]#[OS] #[CPU] #[MEM]"
“"i‘ft(—i’:’ {PU corels) ® Run al M

® Seallltcore))
WedluniZeore) (2)
Larzel3core) (3)

Scnpt Distnbution: Scrpt Distn

Stait Command : [root/retnevedata.sh =[param_A] #[param_8B]

\ Stop
D4_MEM

S1se ot Neadis Pa Fam ete S to g ive to the @ Shutdown Process Stop Command
Effactive Uset

® sual 1168} (1) executed commands @ oainises Specifed Uses

Vediun{ZG8)(2)

Large(&GBytal(4) T ) Command Result Extractor Environment Varable

Run Cancel{C) OK(O] Cancel(C)

Dialog to manually Configurations of
execute Job(s) executed command
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Approval of executions

Human decisions can be included in the workflow
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‘ mz A ¢ cat T e K [ [ =
cc
| F&: sram
‘ = RS - |
HTEDLTRAEEEMLLET, -
SEatip
S¢s-n
I t t f ) £ ob) e Reduest User  Agsraval User  dggondd Ragumt 11 Aperoval
p p Fatus Appryval Feeding

operation

2017011620%04%-000

o1 WerkfiwA

bed] Crmate/McBly Agptoval |

QI0102_Aporavaiat-l

ApLraval_AL.2

Joby 1D

Job Mame Modud ——— = hinemos

Dusctiption © Hremes Asbmin WEERTLET. /\ li,‘ll','}(’,x ™

Owriad Role 1O ALL s fcom 1D - Appvuval Ragoes! 20L7/01/10 203849

Joceweal Tample
Agprowal Ragues!

Flame dgproew thm workfow exerution

—_—
Wak Ruke  Contral (Job) | Seoroval  Start Delay - £od Oalay | End Status - NotiScat,

fole of Agtrowal Regy | AL LSTRS .

User of Agprovad Rage | * -

Appeovd Noguast Sentence

T Dialog for Approval or Denial
of operation

Tith of Zppvowel Feguest Mall

Approvel Reges

Comment l
Rady Of Apgrow st R To use the sporoval request sertence —
httpe/ /cant7 jun/ s approval?Loghn L« hitpi// cant 7 jun 8080/ Hin emor WS,

Approval Cenial Comment Registration Cancel(C)

CanceliC)

Commant Registration

KO} CancalC)

MRTas Mand e Le CONBECT T0/143 ] | MAaL0N ) (namas)
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Checking the status

Checking the system status can be included in the workflow

OK OK OK
——> Monitoring Job Job e Job

Jeb 1D :
Job Name | Module Registration
Desoription |
: Owner Pole 10 ALlL_USERS foon LD ¢ 5
b
M a n a g ed Syste m Walt fule  Ceotrol (Job) | MoOROr  Start Delay  End Delay  £nd Status = Notifications
Scope '
Job Parameter : & [FACILITY D]
® Ficed Vakue : | Refor

Scope Process

® Run a8 Nodes Rétry nodes cne by one until the end status "Normal”
Monttor Setting ;| . Refer
€na val
nfo: o Warming :
I Urilrowety =

Terminated when the monitoring results can not be cbtainad

Timeout | 1 min Eno Value | -1

oo} | Cancel(C)
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History management of Job Operations

Job Execution status and results
could be checked visually
with JobMap

[2015/04/16 23:01:08] stdout=snmprd.service - Simgle Netwark Management Protocol (SNME) |
—— z P Mtait ‘Informatlon
e e I e > :j{ﬁdgﬁt 75wéﬁp)
L|sts of Executed Job Hlstory | (e
Job Execution History can be seen e —

in Operation Report format

A
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Optional Feature
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Optional features to be added when needed

E Enterprise T o
| Option e | e

8 Cloud & Virtualization
Option

/B MissionCritical
Option
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Enterprise Option (JobMap)

Status Visualization

Status of executed jobs, and jobs which are

Efficient Job Configuration

Visualize complicated relations of jobs,
enabling efficient job configuration

to be executed can be defined easily.

- ’ 3 a0 I ] Tajaz
FI~Zvi W Ra= 201504221 75518-000  M-HKUP 1y 2P loaT a0
Tx—2r1 @ We= 20150422175343-000  W-BKUP RyoPedzad L EXLS
TE—Sol MART W RR 20150423175134-000  AJ-BRUP Ned7PyFoad JU-BXLP
g e e g e vt ol S

. i

— - T — -

I~ Sa7TvTIME] 1 | SaTdl/-FRM) M ST 07 AHUBRKIA—-Sr2)|

yeoa¢=-n0l

A-F—-D-adD ~ |

L L] IPLUF4ID Ra—F

& ZRJa=. ALL_USERS £
& »sda= ALL_USERS t
® ada= ALL_USERS

.
RTAN 6|
.“‘S’-'-’:n:).“‘ljé

EBESsnemus IR —Svil/l) | TA—Srifnemos)

33

NTTDAartd

© 2017 NTT DATA INTELLILINK Corporation



Enterprise Option (NodeMap)

Visualized Monitoring

Visualize managed target and occurred
== incidents more in

Operate more eas"y easy to understand interface

Makes daily operation of
complicated systems more easily

Nty W

Ll
RI )
13nv'J "‘{

L Lo
! b'-

igi;E!:
‘ 3
‘ii.q?

T |8
M

o ' Efficient management of targets

felCaeSWSSER Do|ations of Managed targets and occurred
incidents can be visualized and checked
in unified interface
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Enterprise Option (Reporting)

Templates to easily grasp system status

Various reports to meet its objectives can be created
by choosing and combining ready to use optimized templates.

HinemeS§
R E—

HE - DBH—11{#1 (dbsv01)

| i Hinemes
ol 32 - DBH—/$#1 (dbsv01) :
YZAFLA ERALK 0 o
2014410 :E : = : :'
nt:.~l| M= LAY L) Tl Foux| - “‘m
Automated report creation and delivery o
@ Hinemas

o3 7HENE 98308 (X

Creating operation reports can be scheduled, and
created reports can be sent out by e-mail automatically

_ .
3
G0N AN MIO0W 1003 100BM  MANOH  ILTOW 10

S RAEIPORE MO 1) & BA LT XL DA 12 I
o RXEUTNKE VRS Y3

.t B EEE

.

Multi-tenant+Multi-User ready

reports can be made in designated groups such as per
system, per sub-systems, even if it is managed by single

Hinemos Manager Server
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Cloud & Virtualization Option

Hybrid-Cloud Ready

Various system configuration can be

Automated Management of
Cloud Resources

Capable to manage Dynamic Changes of

Servers and Storage resources

selected using both cloud and
virtualized environment
making use of its characteristics

Microsoft Azure PR | oFLFE | RN L

39

SO

39

S

l ‘ Cloud Environment Virtualized Environment  \/)\/\ware vSphere

Pay-per-use cost manageme

Easy to analyze and grasp and analyze where
unnecessary cost and resources are used in the
managed environment

|
© 2017 NTT DATA INTELLILINK Corporation

¥ Environment specific
monitoring

¥ Usage Fee
Management

_ wJob & Batch

Operation Management
¥ Operation Automation
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Mission Critical Option

Continuous operation management

Operation management can be continued even when

Hardware - Software failure occur, by automated fail-over

action of active standby formed hinemos
Hinemos

Manager 1

Hinemos Manager

Hinemos ~ (HA form)

Manager 2 Managed

Targets

No need for special
hardware or software PN i) gvwery

Clustering software nor shared disks are
needed. Only 2 IA servers are needed
to form hinemos in active—standby.

\ Non-Stop Recovery

_ Failures are notified to users automatically,
gl ER and can be recoverd in active standby form
Client without stopping operation.
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Included in All Optional product (Hinemos Utility)

Easy operation to register large
scale settings, in and out from Excel
files

Operation of configuring settings for large
scale environment can be managed easily.
Creating documentation and generation
management can also be done in efficient way

Flexible customization of
resource monitoring

Information collected for resource monitoring
can be freely added and customized.

MIB-import feature to make
SNMPTRAP monitoring result
easy to understand

MIB files can be imported to make SNMPTRAP
monitoring message easy to understand.

TTITETIIEBTIINIININITINTIAG

-M "'.W'llﬂ) T’—'.'-I_IV'-“
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Subscription
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Hinemos Subscription

Hinemos Subscription includes the following

[ Software ]

Includes basic software packages of Hinemos and
additional software for Enterprise Use

[ Updates 1

Version up tools, patches, and e-mail announcements for
updates

[ Support Desk ]

Provides download pages for software, patches, and
documents, and support desks for QA’s
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Basic software included in the subscription

Hinemos Manager
RHEL6, RHEL7
Windows Server 2012, 2016

Hinemos Client
GUI Client, Web Client

Hinemos Agent
RHEL6, RHEL7, Windows
Android, Solaris, HP-UX, AIX

Enterprise Option
Job Map, Node Map
Excel import—-export, Reporting

e Features and Software
Utility Tool written in Red are only

Command line tool provided with Subscription
Export Script

NTTDaTa



Subscription + 1

Additional features which can be added

VM Management

Cloud
Management

Mission Critical

Provides feature to manage Virtual Environment
(VMware, Hyper-V)

Provides feature to manage Cloud Environment
(AWS, Azure)

Provides feature to form Hinemos Manager in
high-availability form

© 2017 NTT DATA INTELLILINK Corporation
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Price List (Hinemos Subscription for Linux)

] Price per unit

Hinemos Subscription Single (Linux) ¥800,000/Year
Hinemos Subscription Single - VM Management (Linux) for VMware ¥1,000,000/Year
Hinemos Subscription Single - VM Management (Linux) for Hyper-V %3 ¥1,000,000/Year
Hinemos Subscription Single - Cloud Management (Linux) for AWS ¥1,000,000/Year
Hinemos Subscription Single - Cloud Management (Linux) for Azure %3 ¥1,000,000/Year
Hinemos Subscription Mission Critical (Linux) ¥1,600,000/Year
Hinemos Subscription Mission Critical - VM Management (Linux) for VMware ¥1,800,000/Year
Hinemos Subscription Mission Critical - VM Management (Linux) for Hyper-V %3 ¥1,800,000/Year
Hinemos Subscription Mission Critical -+ Cloud Management (Linux) for AWShR ¥1,800,000/Year
Hinemos Subscription Mission Critical - Cloud Management (Linux) for AzureiR 33 ¥1,800,000/Year

%1 : Provided from 6/1/2017
X2 : Provided from 8/1/2017
%3 : Provided from 9/1/2017
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Price List (Hinemos Subscription for Windows)

] Price per unit

Hinemos Subscription Single (Windows) ¥800,000/Year
Hinemos Subscription Single - VM Management (Windows) for VMware ¥1,000,000/Year
Hinemos Subscription Single - VM Management (Windows) for Hyper-V %3 ¥1,000,000/Year
Hinemos Subscription Single - Cloud Management (Windows) for AWS ¥1,000,000/Year
Hinemos Subscription Single - Cloud Management (Windows) for Azure %3 ¥1,000,000/Year
Hinemos Subscription Mission Critical (Windows) ¥1,600,000/Year
Hinemos Subscription Mission Critical - VM Management (Windows) for VMware ¥1,800,000/Year
Hinemos Subscription Mission Critical - VM Management (Windows) for Hyper-V %3 ¥1,800,000/Year
Hinemos Subscription Mission Critical - Cloud Management (Windows) for AWShR ¥1,800,000/Year
Hinemos Subscription Mission Critical - Cloud Management (Windows) for Azurehft %3 ¥1,800,000/Year

%1 : Provided from 6/1/2017
%2 : Provided from 8/1/2017
%3 : Provided from 9/1/2017

MS SQL Server needed separately
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Contact Us

NTT DATA INTELLILINK CORPORATION
E-Mail: hinemos-inguery-en@intellilink.co.jp
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